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1. Before starting work

Prior to implementation work, the EE12/EWE4 Network Controller must be correctly installed, connected and
running in accordance with TD.

2. Device description

The IP Controller of the Access Control System and Intruder Alarm System is an advanced microprocessor
I/O device for automated user identification. It can be used in building security systems, access control, time
and attendance, hotel and recreational facilities. Leading and managing system is Axxon Intellect platform.
Details about starting up, configuring network settings and connecting devices to controller can be found in
the technical documentation of controllers.
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3. Noder module configuration

This chapter will present the start-up and configuration of the Noder module.

3.1 System installation

The Noder Access Control and Intruder Alarm Systems operates under the Axxon Intellect Enterprise
platform. The dedicated NoderEe12.run module is responsible for communication with the controllers. For
proper operation with ACS Noder, the following components must be installed on the server:

Axxon Intellect Enterprise Base (version 4.10.4 or higher)

Access Control and Fire Alarm Module (version 6.9 or higher) with modules:

e Noder EE12/EWE4 from Access Control Systems

e Access Manager from Application software

Intruder Alarm System feature is available only for controllers with motherboards revision at least

1.06 for EWE4 and 1.08 for EE12. Module version at least 2.1.1.204, firmware version at least RC38
2021-06-02 (core update 517).

3.2 Noder Server

Configuration of the Noder system elements takes place from the Intellect server administration panel. In
Hardware tab on server where module is to work, we add a new object named Noder Server via Create object.
A new object will be created in folder named ACS Noder.

m

b e v | Comecton [ ]
-y test server [1] DDﬁabla onnection
Video  Audio  Disk GB L Belosaig
o O A 32093 ] Only local pratocals
[ Time synchronization
Events archive length l:l days
[+/] Fun x64 modules
[ Use as client
Initial display
~
< > Drefault user
Archive disks | Archive synchionization =
Camera discovery tool E asic settings I Operator | Protocal spnchionization I
Initial eonfiguration wizard
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Noder Server is a module responsible for communication with controllers. Noder Server including obcjects
Noder Object.

Hardware Interfaces

Ei-? Computer PM [PM] ‘1 | ‘tasl —— | Batch actions for all contrallers in this branch

Computer [] Dizable: | Send conliguration
| Camputer PM v. Send users, TZs, ALs [full DB rewrite]
ﬂagion- ‘ o | Update users
Debug | Clear contraller DB [users, TZs, ALs]
Lewel: ALL ¥ | Sync.l'mr"\lze e
Controller £ Restart controller application
Usger update settings T
Send users dyriamically Update contrallers firmware
DEC-TumDFF || DEC-TumONM

[1D0 not send to controllers

DEC - Tumn OFF temporarily
S5H settings - -

55H porls range: i] =0 =] Batch action interval [ms] 10 ! )

Altention: use different ports ranges for each Moder server Cancel queued actions

Madule versian: 2107198 Remove all test interfaces

Apply Unda

Debug - option for programmers allowing to specify certain settings of files containing logs from
communication with controller. Option allows to choose:

Level - the option allows you to select logs that will be saved in the file.

Controller — the option allows to select the controllers from which logs will be saved to the file.

User update settings:

Send users dynamically - this function allows to send automated users and access levels to
controllers with each change.

Do not send to controllers — this function allows to make changes in users permissions and their
access levels, but without automatically applying these changes to the controllers. If this option is selected,
user permissions and access levels and schedules will have to be sent manually.

SSH settings:
SSH ports range — range of ports used for SSH tunnelling.

Module version — the field shows the version of the Noder module.

Batch actions for all controllers in this branch — section allows to perform the selected action on all
controllers in the tree with a set time delay. When there are more than 50 controllers in the system, the
commands to the next controllers will be sent sequentially. Actions for all controllers in this server described
in Action tab.

NODER S.A., 5h Olszanska Street, 31-513 Cracow, noder@noder.pl
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3.3 Noder object

Noder object is a logical element that allows to divide the system into logical parts (floors, buildings,
departments) and manage them.

Hardware

=-E Computer PM [PM]

Moder ACS {2 | |test object | Batch actions for all controllers in this branch
& testserver [1] MNodet Server [ Disabis. Send canfiguration
b — G i e el )

'F.Teg'im :1 Update users

Clear contraller DB [users, T2z, Als]

Spnchranize contraller time
Enable global &ntiPassBack -
Restart contraller application

Reboot contraller
Update controllers firmware
 DEC-TunOFF | DEC-TunON |
I;)ECV- Tum DFF lempqanly

Descrptions fighds

. . Cancel queued actions

Apply Undo

Enable global AntiPassBack - option enables AntiPassBack on the object

Description fields - information about object can be stored. Function does not affect the logic of the
controller.

Batch actions for all controllers in this branch — section allows to perform the selected action on all
controllers in object. Actions for all controllers in this object described in Action tab.

NODER S.A., 5h Olszanska Street, 31-513 Cracow, noder@noder.pl



3.4 Noder controller object

11 | ‘ Nudel Controller 1 |
‘Mader Object [ IDisable

_i_tesl object E'
fAegion | ¥l

Controller type: Moder EVWES

APK wersion RC38

HE P version: 2P wBE3
| Last core update 1D: 433

Configuration

Send full configuration ta controller

Cieate EE12 configuration in offline
Create EWE 4 configuration in offline

Create special inputs

Dowinload contraller configuration

The object enables connection with the controller and its configuration.

IP addiess: 192 01688 . 1 . 93

Actions  Communication  Setfings  Cardformats OSDP . Others

Manage controller dats base

Send users. TZs, ALs (full DB rewrite)

Update uzers
Clear controller DB [users, TZs, ALz]

Maintenance

Synchronize contraller time:
Get contraller information

Update contraller frmware

Rur: the PING test

Date of compitation:
Date of compilation:

Date of last update:
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Open in browser

20210421 13:37:20
2021-03-05 14:567:19
2021-04-26 13:35:27

DEC output and readers power supply

Tun OFF Tum ON

Turn OFF temporarily

Restarts

Restait controller application
Reboat controller

Testing interface
Create/show testing interface

Remove testing interface

After adding the Controller object, configuration interface is displayed. In the IP adress field enter
previously set controller IP address and click Apply to send changes. Run the PING test runs cmd.exe and
monitors the device with the ICMP protocol. Open in browser will launch the default web browser in the
system and automatically log on to the controller's website.

After the correct connection, fields APK version, uC FW version with dates of compilation and Last core

update ID with date of last update. will be automatically completed by information downloaded from the
controller.

NODER S.A., 5h Olszanska Street, 31-513 Cracow, noder@noder.pl
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Action tab enable creating, checking and sending controller configuration, and sending users. Tab provide

remote controller, devices restart and creation of a test interface.

Hardware

EI"-@_ Computer PM [PM]

s [1 | Noder Contraller 1 || 1P address 192 168 . 1 . 93 Flur the PING test Open in brawser
=8 test server [1] Hoder Qﬁ.iecl [ Disable. Contraoller tupe: Moder EWE4
g | 7 || APK version: RC38 Date of compilation: | 2021-04-21 13:37:20
est object il =
5 S0 pE P version: 2P w223 Date of compilation: | 2021-03-05 145719
Bl ] Last core update ID: 433 Date of last update: | 2021-04-26 13.39:27

Canfiguration

Send full configuration to controller

Create EE12 configuration in offline

Actions  Communication  Seftings  Card formats - OSDP Others

Manage controller dats base

Send users. TZs, ALs [full DB rewrite]

Update users

Clear controller DB [users, TZs, ALs)

Maintenance

DEC output and readers power supply

Tum OFF

Restarts

Tum ON

Turn OFF temporarily

Restart controller application

Reboot contraller

Create E'WE4 configuration in offline

Synchronize contraller time

Testing interface

Create special inputs

Get contraller information Create/show testing interface

Download contraller configuration Update contraller firmware Remave testing interface

i Apply LUndo i

Configuration:

Send configuration — sends the current settings contained in the ACS Noder module. The
configuration is sent dynamically, that means that all changes that are configured on an ongoing basis are
sent to the controller.

Create EE12 configuration in offline, Create EWE4 configuration in offline — function of creating
a configuration (readers and inputs) in a situation where we do not have a connection to the controller, and
we want to configure the system in offline mode in advance.

Create special inputs — function of creating objects for special inputs (21-BAT, 22-AC, 23-TMP, 24-
DR) and setting default values for purpose described in chapter 3.5.5.

Download controller configuration — gets controller's settings. New controller always has a startup
configuration, it must be downloaded at the first start. As the work continues, this configuration will change.

Manage controller data base:

Send users, TZs, ALs (clear DB first) — deletes all users, access levels and schedules in controller, and
then saves the entire database again.

Update users — sends all changes on users buffered in the ACS Noder module.

Clear controller DB (users, TZs, ALs) — deletes all users, access levels and schedules in controller.

NODER S.A., 5h Olszanska Street, 31-513 Cracow, noder@noder.pl
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Maintenance:

Synchronize controller time — synchronizes the time and date of controller with the management
server. This function works automatically when connected to controller and is then called every 4 hours in
background.

Get controller information — allows downloading from controller information about controller and
readers firmware version.

Update controller firmware — allows to upload software from indicated folder.

DEC output and readers power supply:

Turn OFF — option used to disable devices powered on controller ports and DEC output.

Turn ON - option used to enable devices powered on controller ports and DEC output.

Turn OFF temporarily — option used to temporarily disable devices powered on controller ports and
DEC output. Time is configurable in Setting tab. This function can be used e.g. for restarting readers.

Restarts:
Restart controller application — restarts the application (APK) responsible for the controller's logic.
Reboot controller — full controller reboot.

Testing interface:

Create/show testing interface — creates a controller interface consisting of viewing events related to
a given controller and a map with icons of all readers and inputs of a given controller. If such a test interface
has been created earlier, the recall of this function will refresh the map according to the current configuration
and display interface.

Remove testing interface — removes test interface.

An example test interface is shown below:

Source Evert Region Add.ifo Card Datcandtme
Noder Conirol... Running the command end configuraion to cortroler 28042021 151108
Noder Contrl... C cessiily 26042021 151111
Noder Coriro... R 20042021 151115 ARADAREREBURABERaBERaREREDERT II I
Noder Contrl... C cesstully o 26042021 1517:15 " " I‘ I‘ I‘ I‘ " " " " " " " I‘ Al
Noder Reader 1 Command exected successilly Saving setings in cortroler 20042021 151116
Noder Readr.. Command exected successlull Saving settings i cortroler 20042021 151147
Noder Reader.. Command exected successillly Saving settngs in cortroler 20042021 15:1118
Noder Control... Command exected successiully Festart 28042021 151123

Noder Controller 1 (1) [8] [ Show fters

NODER S.A., 5h Olszanska Street, 31-513 Cracow, noder@noder.pl



L

[/
4

MOOER

3.4.2 Communication tab

Tab is used to configure connection, firewall and secure SSH tunneling.

Hardware

=B C ter PM [PM
= E E'MI:EL;:; ACS[ ] \1 |[Moder Contaller 1 || Paddess [ 192, 188 . 1 . =  FRuntePINGrest | Dpeninbrowser
% test server [1] Noder Objest [] Disable Controller type: Hoder EWE4
=8 g test object [2] | test obiject ~ APE version: RC32 Date of compilation: | 2021-04-21 13:37:20
=8 | Noder Controller 1 [1] = |—‘ HC P/ wersion: 2Pl w223 Date of compilation: | 2021-03-05 145719
-4 Inputs Sl | LastooeupdatelD:  [433 Date of last update: | 2021-04-26 13:39:27
.24 Noder Input 1.01 [1.1] —
.54 Noder Input 102 [1.2] Actions  Communication  Settings  Card formats OSDP - Others
24 Noder Input 1.03[1.3] TCPAP connection settings [ Enable Firswall [JUse secured 55H tunnel
-5 Noder Input 1.04 [1.4] TCP part 7000 = b 160 =
- Nodet Input 105 11.5] Cornection imeout [s} 5 B
- Noder Input 1.06 [1.6]
-2 Moder Input 1.07 [1.7] Fiesponse timeout [ms] 2000 +H
-3 Moder Input 1.08 [1.8] Package timeout [ms]: 500 EH
-84 Noder Input 1.02[1.9] Frequency of inquiries [ms}: |50 = Al efnie Shandngseiverii Generate: riew FISA keps
24 Moder Input 1.10 [1.10]
-3 Moder Input 1.11[1.11] MySOL connection settings Netwark settings Advanced actions
.8 Noder Input 1,12 [1,12] o -
MySOL port: 2306 = - _ | Restart connection
4 Noder Input 113 [1.13] SO por < Mask: 255, 255.265.0 =
- Noder Input 1.14 [1.14] Lokl (ah 15 Gateway,  |192.1881.1 (=B chonteoniulelinaHiond
-2 NoderInput 1.15 [1.15] Query timeout [5]: 30 =] W atchdog test [S5H cmd)
% Noder Input 1,16 [1.16]
= E Readers
- [ Moder Reader 1.4[14]
E Moder Reader 1.3 [1.3]
[ Moder Reader1.2[1.2]

I N L

TCP/IP connection settings:
TCP port — port 7000 used for TCP connection with controller.

Connection timeout [s] — maximum time of waiting controller's response during connection.
Decrease this time for fast reconnection.

Response timeout [ms] — maximum time of waiting controller's response during communication.
Decrease this time for fast reconnection.

Package timeout [ms] — maximum time of reading answer from controller. Decrease this time for
fast reconnection.

Frequency of inquires [ms] — time between previous and next check of events and states.

MySQL connection settings:
MySQL port — port 3306 for direct connection to controller's database. This connection is mainly used
for fast user update (up to 1000 per second).

Connection timeout [s] — maximum time of waiting controller's database response during
connection.

Query timeout [s] — maximum time of waiting for SQL query execution.

NODER S.A., 5h Olszanska Street, 31-513 Cracow, noder@noder.pl
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Firewall:

Open access after reboot [s] — when the firewall is on, devices with not allowed addresses are not
able to connect to the controller. Thanks to this option, the user can connect to the controller for the set
time from controller APK start, even when it is outside the allowed IP addresses.

Additional IP Addresses — administrator has the option to add an additional IP addresses that will
belong to the allowed IP addresses. Use comma as a separator. E.g. 10.10.1.50,192.168.1.10,192.168.1.22

All allowed IP addresses — summary with list of allowed IP addresses. Apart from custom ones, there
will be all IPs of the computer where Noder server belong.

Network settings — mask and gateway of controller configured in browser.

Secured SSH tunnel — |t's a feature to establish encrypted channel between server and controller, than
redirect whole communication though this channel:
Redirected TCP port — information with used local port for TCP connection through SSH tunnel.
Redirected MySQL — information with used local port for connection to database through SSH tunnel.
Redirected Web port — information with used local port for connection to controller's webpage
through SSH tunnel.
Generate new RSA keys — button to generate pairs of RSA keys (public and private) for SSH
connection and SSH commands.
SSH connection is on 22 port. When SSH tunnel is in use also firewall is enabled by default and ports 3306
and 80 are also closed. TCP port 7000 is used only to get controller version, then SSH tunel is astablished.
This feature is in controllers since APK version >= RC37.

Advanced actions:

Restart connection — button to disconnect with controller and connect again.

Reboot controller (SSH cmd) — Secured command on 22 port to reboot controller (works even if
controller is disconnected with Intellect).

Watchdog test (SSH cmd) — command will stop heartbeat message from controller operating system
to motherboard microcontroller, what should be detected by watchdog up to 2 minutes. It will cause
controller reboot by short brake of power. Do not run this command if you have old motherboard without
external watchdog installed. After command connection will be lost in ca. 2 minutes. This is secured command
on 22 port working even if controller is disconnected with Intellect.

NODER S.A., 5h Olszanska Street, 31-513 Cracow, noder@noder.pl
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3.4.3  Settings tab

Settings tab allows to configure the DEC output. Additionally, tab allows to configure the outputs in case of
connection loss and violation

[ | Moder Cortraler 1 || Paddess: | 132 . 188 . 1 . 33 | Runthe PING fest Open in brawser
NDder'@E[Bél [ Disatle Contraller type: Moder EWE4
545 test object 2] i - | APE version: RC36 Date of compilation: |2021-04-21 13:37.20
k- flc L . | test object =5 ) L
=R | Noder Controller | — e WC Y version R w223 Diate of compilation: | 2021-03-06 14.57.19
- Inputs Fiegion: ] | 433 Date of last update:  |2021-04-26 13:33:27
-4 MNoder Input 1.01 [1.1]
-4 Noder Input 1.02 [1.2] Actions  Communication  Settings  Card formats  OSDP Others

- Moder Input 1,03 [1.3]

4 Moder Input 1.04 [1.4]
-4 Moder Input 1.05 [1.5]
. Moder Input 1.06 [1.6]
-5 Moder Input 1.07 [1.7]

DEC [voltage] output control

Tirme of tempararily off impulse [s: 3.0 > [] Generate user update events

Activate output if the special input is violated

%4 Noder Input 108 [1.8] Diuration af alam output activation [g} 1] ) 0= i viclation exist
34 Noder Input 1.09 [1.9] Output | Hotused ~
.5 Moder Input 1,10 [1.10]

S Moder Input 1,11 [1.11] Activate output if communication with server is lost

.S Noder Input 1,12 [1.12]
-“34 Noder Input 1.13 [1.13]
-5 Moder Input 1,14 [1,14] Output: | Notused
S Moder Input 1,15 [1.15]
.. Noder Input 1.16 [1.18]
= Readers
. Moder Reader 1.4 [14]
B ModerReader 1.3 [1.3]
.l Noder Reader 1.2[1.2]

...l Moder Reader 1[1.1] Boply Undo

Delay of output activation [s]: 0 : 0 = function inactive

DEC (voltage) output control:
Time of temporarily off impulse [s] —option enables setting temporarily turn off time of DEC output.

Generate user update events — after selecting, each update of a single user will generate an additional event
in the system.

Activate output if the special input is violated:

Duration of alarm output activation [s] — time for which the output is to be activated after violation
of the special input (21-24). When the value is 0, the output is active until the violation exist.

Output — controller relay output

Activate output if the special input is violated:

Delay of alarm output activation [s] — after a set time from the loss of connection with server output
is to be activated. When the value is O, function is inactive.

Output — controller relay output

NODER S.A., 5h Olszanska Street, 31-513 Cracow, noder@noder.pl
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3.44 Cards format tab

The setting of various card formats gives the possibility of connecting readers with different parameters of
read cards to one controller.

Hardware Intefaces

-5 Computer PM [PM]

-y Noder ACS 1 || Nader Cortralier 1 || IPaddess | 192 188 . 1 . 83 | RunthePINGtest | | Openinbrowser
-f test server [1] Noder Object [bicable Cantraller type: Node.r EWE4 .
B Q test Dbert 121 ) } T j APE wersion: RC38 Date of compilstion: | 2021-04-21 123720
=8 | Noder Controller 1[1]] = | uEFw version: Fw__ w223 Date of compilatior: | 2021:03:05 14:57:13
= [ Readers gy | S| Lasteorsupdate ID: [493 Date of lastupdate: | 2021-04-26 13:33.27

[ Noder Reader 1 [1.1]
[ Moder Reader 1.2[1.2]
m Moder Reader 1.3[1.3]

Actions  Communication  Setiings  Cord formats DSDP Othiers

[ Noder Reader 1.4[1.4] Farmat 1 Farmat 2 Farmat 3 Format 4 Farmat 5
i =g | =] | =] = Mumber of bits received from reader
=~ Inputs £l I 58 % ¥ 3 Laal 3 = [use different for each farmat]

---5g4 Noder Input 1.01[1.1]

S NoderInput 1.02[1.2] 1 1] i o |1 Start hit of the: card number [counting from 0]
-5 Noder Input 1.03 [1.3] e - 15 - 32
94 Noder Input 1.04 (1.2 | Murmber of bits in the card number
-5 Noder Input 1.05 [1.5] o
-3 Noder Input 1.06 [1.6] |0 0 7 1 sl ] % Start bit of prefis/faciliy code [zounting fram 0]
-84 Noder Input 1.07 [1.7] n n '8 0 =] 0 Mumber of bits in the prefis
-“34 Noder Input 1,08 [1.8]

4 Noder Input 1.08[1.9] [ < [ ~|| ~] | > [ | pply predefined format

-5 Noder Input 1.10[1.10]
-5 Noder Input 111 [1.11]

34 Noder Input 1,12 [1.12]
-4 Noder Input 1.13[1.13]
-5 Noder Input 1,14 [1,14]

4 Noder Input 1,13 [1.15]

The controller can handle 5 card formats based on number of received bits. Intellect gives you the choice of
predefined card formats or their manual configuration.

Using of a card with an undefined number of bits in card formats will generate in the system an event “Invalid
number of bits” with information on how many bits have been read.

Source Event Reaqion Add. info
Moder Reader 1 Invalid number of bits read 7

NODER S.A., 5h Olszanska Street, 31-513 Cracow, noder@noder.pl
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3.45 OSDP tab

The controllers enable communication with the reader via the OSDP v2 protocol.

Hardware: W

=I5 Computer PM [PM]

B e I |{Moder Contioller 1 || Paddess: | 12 182 1 . m | Runthe PING test Open in brawser
test server [1] Nq‘@éﬁ Dh|ecl [ | Disatle Controller type: Moder EWE4
i o aal AP version: RC38 Date of compilatior: | 2021-04-21 133720
= | | HE P wersion: 2Pw__ w223 Date of compilatiors | 2021-03-05 14:57:19
E by e Last core update 10: 433 Date of last update: | 2021-04-26 12:33.27
.. Moder Reader 1[1.1]
E Moder Reader 1.2 [12] Actions  Communication . Settings  Card formats OSDP Others
. Moder Reader 1.3[1.3]
- Noder Reader 1.4 [1.4] Use D5DF v2 pratocol to communication with readers
- Inputs Baudrate: 900 |
.24 Noder Input 1.01 [1.1]
28 Noder Input 1,02 [1.2] Timeout (ms]: 300 [
.4 Noder Input 1.03 [1.3]
Key: |

53 Noder Input 1.04 [1.4]

S Noder Input 1.05 [1.5] UseonRS435pots. [A1 [z []3
.34 Noder Input 1.06 [1.6]
%4 Noder Input 1.07 [1.7]

4 Noder Input 1.08 [1.8]
S Noder Input 1.08 [1.9]

534 Noder Input 1,10 [1.10]
%4 Noder Input 1.1 [1.11] [&ttention: Send full configuration to contraller ko apply all changes.]

-4 Noder Input 1,12 [1.12]
4 Noder Input 1,13 [1.13]
.4 Noder Input 1.14[1.14]

.54 Noder Input 1,15 [1.15]
MR eI

Use OSDP v2 protocol to communication with readers — selecting this function allows to use OSDPv2.
Otherwise, communication with the factors will follow the RS485 protocol. OSDP v2 options:

Baudrate — available in the drop-down list are following baud rates: 9600, 19200, 38400, 57600,
115200.

Timeout (ms) — reader response timeout in communication with controller.

Key — 128 bit key introduced in hexadecimal form (32 characters) e.g default key for HID readers in
Install Mode: 303132333435363738393A3B3C3D3E3F.

Use on RS485 ports — selecting RS485 ports to use OSDP v2. Controller EE12 allows simultaneous use
of protocol OSDP v2 and native protocol (e.g 1 port — OSDP v2, 2 port — native, 3 port — native).

OSDPv2 implemented in controller is compatible with supported OSDP protocol implemented in HID, Elatec
and ISBC ESMART readers. Readers should set the address in the range from 1 to 4. Reader has to set the
Compliance option to 0x02 (controller does not support OSDPvT).

NODER S.A., 5h Olszanska Street, 31-513 Cracow, noder@noder.pl
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3.4.6 Others tab

Tab is used to configure additional controller settings.

Hardware Interfaces

C ter PM [PM 5 - = S " = s
B E A {Pn) ' |[Moder Contoler 1 || 1Paddiess: [ 152 . 168 . 1 . 93 Run the PING test Open in browsar
= N Noder Object [IDissble Controller bype: Noder EWE4
[21-£3 test object [2] {est Cigct =) APEK version: RC33 Date of compilation: | 2021-04-21 13:37:20.
e i | >
E“ M C | |7‘ WE FW wersion; 2P va23 Diate of compilation: | 2021-03-05 14:57:19
=-3 F;aders e | Lastooupdate D (433 Date of last updale:  [2021:04-2613:38.27
i - NoderReader1[1.1]
Bl Noder Reader 1.2 (12] Actions  Communication  Settings  Card formats  OSDP Others
[ Moder Reader 13 [1.3] Deseriptions fields
i L[ NoderReader 1.4[1.4]
£1-98 nputs Mo [ ] e[ ] e
-5 Noder Input 1.01 [1.1] Suwitch: \ |
4 Noder Input 1.02 [1.2] Fower ‘ |
-~ Noder Input 1.03 [1.3] ) .
-8 Noder Input 1,04 [1.4] ML ‘ |
-3 Noder Input 1.05[1.5] Barcode I0: ‘ |
-3 Noder Input 1.06 [1.6] SAN: \Uu-DLss-ce-As-ua-ss-AF |
S Noder Input 1.07 [1.7]
8 Noder Input 1.08 [1.8] KONE Elewator group setings:
--“34 Noder Input 1.09[1.9] -
%3 Noder Input 1.10[1.10] KONE Elevatar group: ~ Sending masks by this controller
4 MNoder Input 1,11 [1.11]
24 Noder Input 1,12 [1,12]
-5 Noder Input 1,13 [1.13]
--“38 Noder Input 1.14[1.14]

-3 Noder Input 1.15[1.15]
Wit

Descriptions fields — information about the network and electrical infrastructure can be stored. You can
record the switch and socket number, electrical switchboard and fuse, MAC controller address, and more.
The information stored does not affect the logic of the controller.

KONE Elevator group settings (only if integration with KONE is in use):
KONE Elevator group — Select one Kone Elevator group to manage from this controller.
Sending masks by this controller - If checked controller is sending masks specified in KONE Elevator

group.
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3.5 Readers

First time you start controller, you need to download its startup configuration by clicking Download

controller configuration.

Hardware

=& Computer PM [PM]
3 Noder ACS

I | Noder Corrler 1 Paddess: | 132 168 . 1 . @ Open n browser

| Funthe FING test

- test server [1] DQ@%{S‘E Caontraller type: Noder EWE4.
-8 test bjct[E] B j b = APK version RC38 Date of compilation:  |2021-04-21 12:37:20
=R | oder Contraller 1[1]| — s | e P version: P w223 Date of compilation: | 2021-03-05 14:57:19
& [ Rezders | Fregian. .‘ | Last core update 1D: 493 Date of last update: | 2021.04-26 13:3%:27

- Inputs
Actions  Communication  Setings  Card formats OSDP Others
Configuration

Manage contraller data base DEC output and readers power supply

Tum OFF Tum OH

Send wsers. TZs. &Ls (full DE rewite]

Send full configuration to controller TR OFF rparanl

Update users

Restarts

Clear contraller DB [users, TZs, ALs) Fiestart controller application

Create EE12 configuration in offline
Maintenance Rebost cortroller
Create EWE4 configuration in offline .
Synchionize controller Hme "
Testing interface
Create special inputs

Get controller information Createdshow testing interface

I Download controller configuration I Update controller firmware Remove testing interface

Apply Unda

After downloading the configuration from controller will be created Inputs and Readers. 12 readers and 20
inputs will be crated for EE12 and 4 readers and 16 inputs will be crated for EWEA4. It is necessary to configure
readers and zones according to the needs of the system. Unused ones to be removed and then send the
configuration to controller (button “Send full configuration to controller”).

To connect to the reader, its status, address and type must be configured:

Hardware

&5 Computer: P M 11 1 ‘ |Nﬂde, Reader 1 | Setlings of online mode and AntiPassBack
=-§1 Noder ACS = — -
D test server [1] Noder Contiolir [ Jhisable State: | Active ¥ Mode of access delegatior: Dffiine - Contoller decides
et b it = = Time to server respanse [sl 5
&l b testobject [2] |NDdsr Controfier 1 Addess: |1 v~ (IR reader on EWE4 Action if no answer: Check permissions locally
=B Moder Controller 1[1] e | |777 Second access prohibited in time [<]: 60.0
e con: >
[=! H Readers FRegion | _VJI I ]
| tiod

H Basic settings  Alaims and logs  Others  Online mode and &ntiPassBack
[l Moder Reader 1.3 [1.3]

* [ Moder Reader 14 [1.4] User ielacation

Cantral autput settings

@8 Inputs Relay output number; :.Nol uged v Event type: E xit from region: Entry to region:
Dperiing time [<]: 140 =) Enlrance b = =
Block after | door opening time Work schedule
Delay of the door lock [s]: 0.0 = Unlacked:
=l
Azsigning inputs contacts -
Doar sensor | Notused ~ Second authentication factor
Exit buttan: . Motused -
. s Mot used VI Enter second factor on another reader: | Mot usec ~
Emergency exit button: | Mot used = E i :

Ppply

Undo

| &
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State:
Inactive - this is state set when the device is to be turned off for the system.
Active - this is state set for normal system operation.
Locked - it is state set to block the operation of reader.

Address — in the dropdown list, free addresses in the 1-12 range are available. Readers are addressed by
programming cards giving them addresses from the range 1-4. The addresses for EE12 controller are
converted as follows:

Reader address Port Logical address in controller
1 1 1
2 1 2
3 1 3
4 1 4
1 2 5
2 2 6
3 2 7
4 2 8
1 3 9
2 3 10
3 3 11
4 3 12

In the case of EWE4 controller, it is possible to connect up to four readers (both Wiegand and RS-485 in any
configuration: e.g. 1 Wiegand reader and 3 RS-485 readers). Noder readers should be addressed by
programming cards (MD-R/MDK-R using 1-4 programming cards to addressed reader and upload keys, MD-
W using 1 address programming card to upload keys).

Icon - it is a kind of icon that will represent reader on the visualization map.

RS reader on EWE4 - this option should be selected when RS-485 reader (Noder MD-R/MDK-R) is
configuring on EWE4 controller.
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3.5.1 Basic settings tab

Tab is used to configure the transition. Allows to assign inputs and outputs to the reader.

B Computer PM [PM] |-| 1 | |Nude| Reader 1 | Settings of anline mode and AntiPassBack
-8 Noder ACS -
=1-Ey test server [1] Moder Contraller (] Disable State: Active i Mode of access delegation: Offling - Controller decides
i i k = = - = 1 Time o server response [s] 5
r;é; test object [2] Nota: Contaler Address: 1 | (IR readeron EWE4 Action if no answer: Check pemissions locally
- B8 Moder Controller 1[1] D ; |7 = Second access piohibited in time [5]: 60.0
W T : =
- [ Readers Region i el |
- | Nedei feade . [11]]
@ MNoder Reader 1.2[1.2] Basic setings  Alams andloge  Others Orling mode and AntiPassBack
[ Noder Reader 1.3 [1.3] . .
E Noder Reader 14 [1.4] Control output settings User relocation
E“’l Inputs Relay output rumber Notused Ewent type: Exit fram region: Entry to region:
Opening time [s]: 40 | | Entrance i) = | =
Elock after: doot apening time v wiotk schiedule
Crelay of the door lock [T 0.0 Sl Unlocked:
w
Assigning inputs contacts
Dioor sensar Motused | gacond authentication factor
Exit buttar: Not used - |
i Mot used ~ Enter second factor on another reader: | Mot usec ~

Emergency exit button: Notuzed

Control output settings:
Relay output number — number of the relay that is assigned to the reader. For EWE4 select relay 1- 6,

for EE12 select relay 1-16.

Opening time [s] — the time for which controller will release control output corresponding to the
given reader after granting access.

Block after — transition can be blocked after door opening time, door opening or door closing. For
parameters door opening and door closing, blocking the door takes place after door opening time, when
no action occurs on it.

Delay of the door lock [s] — enables setting an additional time delay for parameters door opening

and door closing. Maximum value is 2s.

Assigning inputs contacts:
Door sensor — number of the input to which the door sensor is connected.
Exit button — number of the input to which the exit button is connected.
Emergency exit button — number of the input to which the emergency exit button is connected.

NODER S.A., 5h Olszanska Street, 31-513 Cracow, noder@noder.pl
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User relocation:

Event type - following options are possible: Entrance, Exit, Business entrance/exit, Private
entrance/exit, Arrival, Departure, Patrol. These are events that the system will record when card will be
reading from reader and passage through the door .

Exit from region/Entry to region — these are regions used by the AntiPassBack system to logically
map the system and control the presence of the user in a given region and the possibility of its passage only
to neighboring regions. Without setting these regions, it is not possible to use the global AntiPassBack.

Work schedule:
Unlocked — the option enables assigning a schedule created in Access manager. During it, the passage
will be unblocked.

Second authentication factor:

Not used - second authentication factor inactive.

Require PIN code - after selecting this, system will wait for input PIN on reader after card.

Require card number - after selecting this, system will wait for input the same card number but on
another reader selected in parameter “Enter second factor on another reader”. If second reader is not selected,
second authentication factor is inactive.

Enter second factor on another reader:

e Not used - option results in that the system expects entering PIN code on the same reader where

the card has been registered.

e 1-12 - address of another reader connected to controller.

e 13 —results in indicating to the system that it should expect confirmation from a special RS port

on EE12 used for connection with special devices (e.g. face or fingerprint biometric readers
connected by Wiegand to RS485 converter).

NODER S.A., 5h Olszanska Street, 31-513 Cracow, noder@noder.pl
19



3.5.2

Tab is used to set alarming after violation or too long opening of the door.

Hardware

Alarm and logs tab

MOOER

L

[/

.\1:1

Settings of online mode and AntiPazsBack

‘ |Noda| Reader 1 ‘
=-fy test server [1] Mader Cortroler [ Disable State Active 2 Mode of access delegation: Offine - Controller decides
i ; b B = Time to server response [s] 5
- #9 test object [2] ; Nioder Cartraliarl Address: 1+ [VIRS rmaderon EWE4 Aetion if no arswer. Check permissions locally
=8 MNoder Contreller 1 [1] e = ) ey Second access prohibited in time []: 60.0
= Readers Region ~ lcon: i~
i  Noder Resder 1 11.11]
e e 1

.. | Moder Reader 1.2[1.2]
E Moder Reader 1.3[1.3]

-3 Noder Input 1.04 [1.4]
.8 Noder Input 1.05 [1.5]
-5 Noder Input 1,06 [1.6]
-5 Noder Input 1.07 [1.7]
4 Moder Input 1.08 [1.8]
W MNoder Input 1.09 [1.9]
-3 Moder Input 1,10 [1.10]

Easic settings  Alams and logs

unlock [g]

Access granted settings
Sound signal for autharized card
Enable tracking of access ransaction
[ 5end access granted event

Send event if there was no passage

Others  Online mode and AntiPassBack

End alarm after the violation
Alarm on door violation [am]
[ Da nat check connection with reader

‘wiegand reader connection curent threshold; |5

Intruder Alarm Spstemn settings
Use reader to arm/dizamm 2one

(0]

[ m Noder Reader 1.4[1.4] Signaling on door hold (0 = function disabled] Alarmg LEDs behaviar exceptions
;‘ S Inputs Time to close the door [s]: 1200 = Alarm output: (Motused v [C1Red LED off at standby mode
28 Noder Input 1.01 [1.1] Dielay of door hold evert [s] 100 e Alarm activation time (0= endless] s 5.0 = [[1Red on access denied evertt
-8 Moder Input 1.02 [1.2] 1 50und signd :
.4 Noder Input 1,03 [1.3] Time to close the door after 0 = ound signal on alarm

Event filters

Event filters

-4 Noder Input 111 [1.11]
-84 Noder Input 1.12 [1.12]
98 Noder Input 1.13[1.13]
-5 MNoder Input 1,14 [1.14]
4 Moder Input 1,15 [1.15]
4 Moder Input 1,16 [1.16]

Apply Undo

Signaling on door hold:

Time to close the door [s] - this is time after which the system will generate an user warning alarm
(event not generate in system yet) about holding the door opened. User should close the door or approach
his card again in time “Delay of door hold event” to prevent generating alarm event. For the value 0, function
is inactive.

Delay of door hold event [s] — this is delay time after which an event in the system and alarm on
reader will be generated if door was opened to long. For the value 0 alarm is generated immediately after
"Time to close the door". But if this value is different, alarm will be delayed by this time.

Time to close the door after unlocked [s] — this is time after which the system will start to generate
an alarm for operator after opening door with the function permanently unlock. For the value 0, function is
inactive.
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Access granted settings:

Sound signal for authorized card — deselecting this option will result in application of a valid card
to reader only by changing the LED's color to green. The sound signaling will only be in the case of an
unauthorized card or alarm.

Enable tracking of access transaction — when this option is deselected, immediately after the card
is applied, event "Access in” is generated. When option is selected, “Access in” event is generated only after
the door has been physically opened. Also, when this function is enabled, two other settings are possible:

e Send access grated event — if this option is selected, an event is generated for the user after the

card has been applied ,Access grated”.

e Send event if there was no passage — if this option is selected, after approved card’s applied, if
the door is not opened, after door opening time [s], ,No passage after access was granted” event
will be generated.

Alarms:

Alarm output — the number of the relay that will work in correlation with the alarm event (forcing the
passage or if the door is opened for too long).

Alarm activation time [s] — the parameter determines time during which the reader signals an alarm
situation (flashing of the diode and sound signaling) — forcing or door open to long. If the cause of the alarm
does not stop, the acoustic signaling will be repeated every 24 hours. The visual indication is kept until the
cause of the alarm is removed. Signaling is as follows:

¢ In case of violation the door — continuous tone, the LED flashes orange at approximately 2/3 Hz;

e In case hold the door — time counted from the moment the user opens the passage, after which
the sound signaling on reader starts (intermittent signal with a frequency of 0.5Hz) and the diode
blinking in orange at the same frequency. Its purpose is to warn the user to close the door before
the alarm is generated.

Sound signal on alarm - if this option is unchecked, the alarm on reader is only indicated by the LED

blinking in orange..

End alarm after the violation — when the option is selected, in the event of an alarm (forcing or a
long-open passage) the acoustic and visual signaling is deleted immediately after the cause of the alarm has
been eliminated (closing the passage). Otherwise, the audible alarm is signaled by the Alarm activation
time [s]. If this option is not selected, the LED on the reader will continue to flash orange after the alarm
time, until the authorized card is applied to reader.

e Option selected in case of violation the door — continuous beep, LED flashes orange at

approximately 2/3 Hz. After cessation of the violation, the sound and light signaling stops;

e Option selected in case hold the door — audio signal is interrupted at a frequency of about 2.5
Hz and the LED is flashing in orange at the same frequency. After closing passage, the sound and
light signaling stops.
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e Option deselected in case of violation the door — continuous beep, LED flashes orange at
approximately 2/3 Hz. After the violation ceases, sound and light signaling is continued according
to Alarm activation time. After this time, sound signaling stops, but LED on reader still flashes
orange at a frequency of about 2 / 3Hz, until the moment when the valid card is applied to reader,
the exit button is used or the operator opens the door.

e Option deselected in case hold the door — audio signal is interrupted at a frequency of about 2.5
Hz and the LED is flashing in orange at the same frequency. After violation ceases, sound and light
signaling is continued according to Alarm activation time. After this time, sound signaling stops,
but LED on reader still flashes orange at a frequency of about 2.5 Hz, until reader applies an
authorized card to the reader, use the exit button or open the door by operator.

Alarm on door violation (arm) — this option enables turning off the alarm generation in the event

of unauthorized opening of the passage. Signaling function for a too long transition will continue.

Do not check connection with reader — option for devices connected via Wiegand. If the device is
powered from a source other than the configured port, controller will not have confirmation of
communication with device. Selecting this option allows to permanently set the normal state for device on
the map.

Wiegand reader connection current threshold — option allows to set the current level for which the
Wiegand reader is detected on the EWE4 controller. Detection is based on the current consumption on the
port, therefore the low power readers may not be detected when the option is not set appropriately. It should
be

Intruder Alarm System settings:

Use reader to arm/disarm zone - option is used in Intruder Alarm Systems. Allows to arm the zone
which the reader is assigned. To arm zone you must use an authorized card on the reader twice within 2,5
second. To disarm zone you must use an authorized card once on reader. Activation of arming the zone is
signalled by the reader beeping twice and orange LED flashing every 2 seconds.

LEDs behavior exceptions:

Red LED off at standby mode — option enables switching off the red diode when the reader is in
normal state.

Red on access denied event — the option allows to change the colour from orange to red for an
unauthorized card signalling.
Event filters — the option enables disabling some events from generating and saving in database.
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Others tab

Tab is used to configure additional reader settings.

Hardware
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- Computer PM [PM]

= oder ACS
-y test server [1]
&5 test object [2]
=-B8 Noder Controller 1[1]
Iﬂm Readers
H -] i Rl
[l Moder Reader 1.2[1.2
[ Moder Reader 1.3[1.3]
ﬂ Moder Reader 1.4 [1.4]
R Inputs
-4 Neder Input 1.01 [1.1]
--“28 Noder Input 1.02 [1.2]
-S4 Noder Input 1.03[1.3]
W Noder Input 1.04 [1.4]
-4 Noder Input 1.05[1.5]
--“38 Noder Input 1.06 [1.6]
S8 Noder Input 1.07 [1.7]
-3 Moder Input 1,08 [1.8]
-84 Noder Input 1.08 [1.9]
-5 Noder Input 110 [1.10]
S8 Moder Input 1.11 [1.11]
-4 Moder Input 1,12 [1.12]
%34 Noder Input 1.13 [1.13]
-5 Noder Input 1,14 [1.14]
4 Moder Input 1.15[1.15]
--34 Noder Input 1,16 [1.16]

location and others.

Filters:

|T 1 HNoderHEadeH |
Hoder Conticller [ Dissble
! Mader Controller 1

State:  Active ~

Addess: 1~ | [~ RS reader on EWEA

| | lean: ‘ T"

-

Basic settings  Alarms and logs Others  Online mode and AntiPassBack

Descripllons

Filters
|gnore access denied events for card numbers:

Settings of online mode and AntiPassBack

Mode of access delegation: Offine - Controller decides
Tirne ta server response [s] 5

Action if no angwer Check permizsions locally
Second access prohibited in time [s]: 60.0

Installation modes

[ Access allowed for all cards

| e.g.: [012222,(0)93335 (33444

KONE Elevator group seftings:
Related DOP ar COP: | ~|

Protocal: | GCAC [ELI)

Descriptions — these are fields that allow assigning certain descriptions to the readers, e.g. inventory number,

Ignore access denied events for card numbers - The function enables entering card numbers

(separated by a semicolon), for which the system will not register an event of reading an unauthorized card.

Kone Elevator group settings (only if integration with KONE is in use):

Related DOP or COP — assign reader to specific Destination Operation Panel or Car Operation Panel
Protocol - select protocol of communication:
e GCAC (ELI) - protocol to manage access from DOP or COP.
e RCGIF (Home floor) — protocol to call home floor from turnstile.
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Online mode and AntiPassBack tab

The tab is used to set the mode in which the reader is to work.

Hardware Interfaces

=L Computer PM [PM]
] Moder ACS

£3 test object [2]
- Noder Controller 1[1]
[ Readers

.. Moder Reader 1.3[1.3]
-t Moder Reader 14[1.4]
-5 Inputs
.94 Noder Input 1.01[1.7]
.3 Noder Input 1.02 [1.2]
4 Noder Input 1.03 [1.3]
2 Noder Input 1.04 [1.4]
8 Noder Input 1.05[1.5]
-5 Noder Input 1.06 [1.6]
-5 Noder Input 1.07 [1.7]
.54 Noder Input 1.08 [1.8]
.5 Noder Input 1.09 [1.9]
-8 Moder Input 1,10 [1.70]

Region | |

‘1 1 HNndE, Feader 1 Settings. of online mode and AntiPassBack

[ Disable State: | Active
B Address: |1 b RS reader on EWE4

2 Maode of access delegation: Offline - Contraller decides

Time to server response [s: 5
Action if no answer, Check peimissions lacally
Second access prohibited in kme [s]: 0.0

Noder Contioller
| Nodst Confiolist 1

leai ~

Basic settings  Alams and logs  Others  Online mode and ArtiPassBack

Mode of access delegation: Difline - Controller decides ~

Tirne to server response (5] 05 ]

Action if no answer: Check p_ermiss\nns locally ~

Second access prohibited in time (] 0.0 + Meeds online mode and entry region to be defined.

For proper operation the global AntiPaszBack, follow up;
1. Use "Online - Intellzct decides" mode for all readers
2. Set up exit and entry regions for each reader.
3. Set users parameter "Antipassback is forbidden'' to "ves'!.
4. Enable global AntiPassBack for site object.
5. &l controllers under site object has to be online.

-5 Noder Input 111 [1.11]
.. Noder Input 1.12 [1.12]
4 Noder Input 1,13 [1.13]
4 Noder Input 1,14 [1.14]
-8 Noder Input 1.15[1.15]
.5 Noder Input 1,16 [1.16] = Unda

Mode of access delegation:

Offline - Controller decides — access queries will be directed to the internal database of controller.
Enabling these function will disable the operation of the global AntiPassBack on this reader (the function
must also be enabled for the user).

Online - Intellect decides — option switches reader to the online mode of work. Granting access after

applying the card will be decided by the server automatically. Enabling these function will enable the
operation of the global AntiPassBack on this reader (the function must also be enabled for the user).

Online - Operator decides — option switches reader to the online mode of work. Granting access
after applying the card will be decided by displaying the previously prepared interface for the operator.
Enabling these function will enable the operation of the global AntiPassBack on this reader (the function
must also be enabled for the user).

Time to server response [s] — time that controller has to wait for the server's response.

Action if no answer — in the absence of a server response controller will perform one of the following
options:

e Deny access — after losing connection with the server and using the card, the user will not
automatically receive access even if his card is authorized.

e Check permission locally — after losing connection with the server and using card, access will be
granted after checking the user's permissions in the controller's internal database.

Second access prohibited in time — time after which user can re-access the zone. For the function to

work, the option “Allow multiply access” in user permissions must be marked as “No” and the

controller must be in online mode.
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Downloading configuration from controller will automatically create 16 inputs for EWE4 and 20 inputs for

EE12 in off state. To create special inputs select option Create special inputs in Action tab of controller.

In addition to assigning the entry number to the reader in order to indicate its function in the system (e.g.

reed switch or exit button), it should also be configured accordingly. First of all, define whether the input

should work in NO or NC logic.

=L Computer PM [PM
e anderACS[ 1 |1 ||Noder Contraller 1 |
E1-Ey test server [1] Moder Object [ Disable.
_% test object [2] | et object \,i
a-H 1]] = —————
Region | |

Configuration

Actions  Communication  Settings  Card formats - OSDP Others

Send full configuration to controller

IP address: 192 168 . 1 . 93 [ Run the P\NG test I Open in browser
Contraller type: Moder EVWE4
APK version RC38 Date of compilation: | 2027-04-21 13:37:20
WC P version: 2w w223 Date of compilation: | 2021-03-05 145719
Last care update 1D: 493 Date of lastupdate: | 2021-04-2613:33:27
Manage controller data basze DEC output and readers power supply
Tum OFF Tum OH

Send users, TZs, ALz [full DB rewrite]

Turn OFF temporarily
Update uzers

Create EE12 configuration in offline
Cieate EWE4 configuration in offline

Create special inputs

Download contraller configuration

Apoly Lindo

Restarts
Clear controller DB [users, TZs. ALs] Restart controller application

Maintenance Reboot contraller

Synchroni trofler b r
ynchronize controller time T

Get contraller information | | Create/show testing interface

Update contraller firmware Remave testing interface

Special inputs can't be freely configured and used, for example, as exit button. The types allowed for these

inputs are Off, Special - NC and Special — NO. Purpose of special inputs:

BAT - signal of discharged batteries.
AC —no 230 V power supply.
TMP — 12V DC power supply damage,

DR - serial connection of all tamper cabinet doors and wall mounting.
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3.6.1 Inputs configuration

Hardware Interfages LI Programming

i Block selected readers in case of entry violation (shice)

H MNader Input 1.03

By Moder ACS

(it disabled

=gy testserver (1] =
EEQ test object [2] ﬁ % Ij w =« Reader Block
=8 Noder Controller 1[1] INUd»éI Conmaler ] 2 Noder Reader 1 l_
o[ Readers — = Noder Reader 1.2 -
@ Noder Reader 1 [1.1] Begon: | = Noder Reader 1.3 [
- Noder Reader T2[12] |+ Sattings Noder Reader 1.4 I

[ Noder Reader 1.3[1.3]
! Moder Reader 1.4 [1.4]
=34 Inputs Type:  Off v
-84 Noder Controller 1_TAMPEF

24 Noder Controller 1_PSU 1.5 loon:
-5 Noder Controller 1_AC [1.2;

Number |3~ Senslivit 0% |

| [Reverse lagic

[]Generate additional events for the input

-84 Noder Controller 1_BAT[1.Z.
4 Noder Input 1.01 [1.1] Motification mode: |DifﬁActwe ~

: oder Heverse the logic of the events
4 Noder Input 1.04 [1.4] Require the operator to clear alarm fom map

- Noder thiput 1051131 Add. info for normal state: | ‘ ~ Intruder Alam System settings

-3 Noder Input 1.06 [1.6] 5 i it e s 0
S8 Noder Input 1.07 [1.7] Add, info for active state: | ‘ Action: | Momal immediate] v| Tineh l[l n

—_— me for exi |=

- Noder Input 1.08 [1.8]

-84 Noder Input 1.09[1.9]
S Noder Input 110 [1.10]

- Noder Input 111 [1.11]

-4 Noder Input 1.12 [1.12]
” .4 Nader Innit 11201131 o bt Boply Unde

Input disabled — input activation is not recorded in the system.

Settings:

Number - controller input number.

Sensitivity - the option allows setting the time from input activation to registering it in the system
using the levels 10-100%.

Type- type of input. from available dropdown list. When input is used only by Access Control System,
select input type ,ACS". When input is used only by Intruder Alarm System, select input type ,IAS". When
input is used by Access Control System and Intruder Alarm System, select input type ,ACS + IAS". Input types:

e Off

e ACS-NO

e ACS-NC

e ACS-EOL/NO

e |IAS-NO

e JAS-NC

e |AS-EOL/NO

e ACS-EOL/NO

e |AS -2EOL/NO

e |AS -2EOL/NC

e ACS +IAS-NO

e ACS +IAS-NC
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o ACS + IAS - EOL/NO

o ACS + IAS - EOL/NC

e ACS + IAS - 2EOL/NO

e ACS + IAS - 2EOL/NC

e Special - NO

e Special - NC

Icon — icon that will represent the input on the visualization from the available dropdown list.

Reverse logic - selecting this option will cause the icon on the visualization to show the opposite of
the actual signal.

Generate additional events for input — selecting this option will generate an additional event in the system

Notification mode:

e Off/Active

e Normal/Alarm

e Normal/Failure

Reverse logic—- selecting this option will reverse the logic of events generated by the system in relation
to the actual input state.

Require the operator to clear alarm from map - selecting this option will cause keeping the alarm
status by icon on the map until it is deleted by the operator, even if physical input returns to the normal state

Add. Info for normal/active state — these are text fields that allows to attach a permanent comment
to the event. They are displayed in event viewer in Add. info column.

Block selected readers in case of entry violation (sluice) —readers marked here will be blocked for time of
input activation.

Intruder Alarm System settings — function will be valid if the input type is configured as ,IAS" or ,ACS+IAS".

Action - from available dropdown list you can select when alarm will be triggered:

e Normal (immediate) — after arming the zone and activating input

e Entry/Exit — when zone is armed after activating input user have Time to enter (sec.) (time to
disarm)/Time to exit (sec.) this zone. After this time alarm is activated. The feature is useful in
places where zones are disarmed and armed.

e 24h - each input activation (even if zone is disarmed).

e 24h ssilent alarm — each input activation generate a silent alarm (even if zone is disarmed). Readers
and outputs will not change their state.

e Panic - each input activation generate panic alarm (even if zone is disarmed).

e Silent panic — each input activation generate a silent panic alarm (even if zone is disarmed).
Readers and outputs will not change their state.
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Technical — AC power failure — each input activation generate a silent AC power failure alarm
(even if zone is disarmed). Readers and outputs will not change their state.

Technical - Battery failure — each input activation generate a silent Battery failure alarm (even if
zone is disarmed). Readers and outputs will not change their state.

Arming — activating the input arming the zone.

Disarming - activating the input disarming the zone.

Monostable arming/disarming — change to the opposite state after each leading edge (intput
disabled — input enabled).

Bistable arming/disarming -

Resetting alarm
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3.6.2 Inputs connection diagrams for Access Control System

I G
o

Input configured as NO is used for the exit button. After pressing it, the relay is
activated and the event ,Opening by exit button” is received.

o Q)

Input configured as NC is used for the door sensor or emergency exit button.
Door sensor informs about the current status of the door. After pressing
emergency exit button event “Emergency exit button pressed” is received

EOL/NO

I G

Input in configuration NO with end of line resistor (2,2kOhm). After pressing
exit button, the relay is activated and the event ,Opening by exit button” is
received. After pressing evacuation button, the event ,Emergency button is
pressed” is received.

EVACUATION
BUTTON

EXITBUTTON

R =22k
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3.6.3  Inputs connection diagrams for Intruder Alarm System

| G
o) o
Detector with normally open output. Closing the circuit triggers an alarm. We
do not receive information about sabotage (,Alarm” event is not generated) or
fault (,Alarm” event is not generated).
A
—o0-_o0—

o Q)

Detector with normally closed output. Opening the circuit triggers an alarm.
We do not receive information about sabotage (,Alarm” event is generated) or
fault (,Alarm” event is not generated).

A
_o]/_o_
EOL/NO

I G
Detector in configuration with end of line resistor (2,2kOhm). Closing the
circuit triggers an alarm. We receive information about sabotage (,Tamper”
A event is generated) and do not receive about fault (,Alarm” event is
generated).
R =22k0

NODER S.A., 5h Olszanska Street, 31-513 Cracow, noder@noder.pl
30



L

[/
4

MOOER

EOL/NC

I G
% o . , , . . . .
Detector in configuration with end of line resistor (2,2kOhm). Opening the
circuit triggers an alarm. We do not receive information about sabotage
(,Alarm” event is generated) and receive about fault (,Fault” event is

generated).

1

] R -22¢a

A
—o) o—

2EOL/NO

I G

(o)

Detector in configuration with 2 end of line resistors (2x1,TkOhm). Closing the
T circuit triggers an alarm. We receive information about sabotage (,Tamper”
event is generated) and (,Fault” event is generated).

1

] R1-11a
A

R2 - 11

2EOL/NC

I G

Detector in configuration with 2 end of line resistors (2x1,1kOhm). Opening
T the circuit triggers an alarm. We receive information about sabotage
(,Tamper” event is generated) and (,Fault” event is generated).

R1-11a

A

R2 -11ka
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3.7 Outputs

To create an output, right-click on the controller and select Noder Output. After giving the name and

number of output, settings window will open.

Hardware

-5 Computer PM [PM]

£y Noder ACS | 1.F.'-address. 192 0188 . 1 . 93 | Fun the PING test | Open in browser
Contraller type: MNoder EWE4
'! APK version: RC38 Date of compilatiors | 2021-04-21 13:37:20°
il e Pw_ w223 Date of compilation:  [2021-03-05 145719
g Readers E :":e’ IE‘M“" madule coeupdatslD: [493 Date of last updatss | 2021.04:26 123527
-2 Inputs = oder Input
7] Change parameter.., —
a2 [ Noder Outpt } osoP | Othes
Expand tree E Noder Readet Manage controller data base DEC output and readers power supply
Collapse tree B Noder Controller ‘ Send users, TZs, ALs [full DB rewrite] ‘ | el | ‘ Tum ON |
H H | Tumn OFF temporarily |
i Delete object | | Update users | H
- estarts
% Create folder... I | I 5
£F - | Clear controller DE [users, TZs, ALs] | Festar contrialler application
g. Save ate EE12 configuration in offline ‘ L
< - Maintenance Reboat controller
'-) Find... te EWE4 configuration in offing ‘ 7 : L |
| | Synchranize controller time | g tietce
& Load configurstion... Create special inputs | 3 . . i
B Save configuration ! | Get contraller information | Create/show testing interface
| Download contraller configuration ‘ | Update controller firmware | | Remave testing interface

Object can be used in an Intruder Alarm System (after created, it will be visible in IAS Zone settings) to be
activated on alarm or just to control relay from map, macro or script.

Hardware Interfages Programming

=& Computer PM [PM]

]

& Noder ACS Mader Output 1 |
-8 test server [1] ﬂmm@)}i U ‘
ey fest object (7] I Meider Contraller 1 3
= B8 Noder Controller 1[1] — =
o Begion |
ol Noder Output 1 [1.1] - =
(-l Readers Basic seftings
- Inputs i ol
lcan: | _*j [ Reverse logic

Default values for "Aictivate temporaily'! command

Single pulse duration []: 3n

Murmber of pulses: 1

Apply Undo
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Basic settings:
Number - controller relay number.
Icon - icon that will represent the output on the visualization from the available dropdown list.

Default values for “Activate temporarily” command:

Single pulse duration [s] — time of single pulse duration (in example below Single pulse
duration [s] = 5).

Number of pulses — number of pulses after "Activate temporarily” command (in example below
Number of pulses = 3).

5s

Activate temporarily —

10s

Reverse logic — selecting this option will reverse the logic of icon on the map in relation to the actual
output state.
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3.8 Elevator modules

After the controller is connected and configured, the administrator can add IO16RS module.

3.8.1 Elevator module configuration

To create object, right-click on the controller to which the device is to be connected and then create the
Noder Elevator module object.

Hardware Interfaces

-5 Computer PM [PM]
= Moder ACS

i | [Moder Controler || Poddess [ 132166, 1 . 93 | | AunthePINGiest | | Dpeninbrowser

test server [1] [oisatle: Contraller type: MNoder EWES
= #; test object [2] _;_nh‘?J - "-1: AF‘K Version: RC38 Date of compilation: | 2021-04-21 1337:20
=1 I MME Noder Elevator module Fud version: 2P w223 Date of compilation; | 2021-03-05 14.57:13
Etpurs ﬁ. Noder Input stooe update D: (493 Date oflast update: | 2021-04-26 13:33:27
Readers | [ Change parameter... =
- |J NoderOutput ts 0SDP  Others
- Inputs I
pand tree ! Noder Reader Manage controller data base DEC output and readers power supply
Coll t
ollapse tree E8 Noder Controller | Gend users, T2, ALs (full DE rewiite] ‘ ‘ Tum OFF | | TumON ‘
m Delete object end full configuration to controller 2 ‘ T RIIFE ferpo ol ‘
| Update users ‘
% Create folder... L. Fiestarts
5 - | Clear controller DB (users, TZs. ALs] ‘ ‘ Restart controller application ‘
3 Save eate EE12 conliguration in offline i .
) Find... = Maintenance ‘ Reboot controller ‘
- eate EWE4 configuiation in offine | | Sl et |
a Load configuration... ‘ B e e Testmg |nte|laca
Creat linput : 7
[ Seveconfiguration... i e | Get controller infarmation | " Cleatef:how testing interface 1
Download cantroller configuralion | | Update controller firmusare | ‘ Remove testing interface ‘

After choose the object, a window will open in which you should assign a number and name the device. Click
Apply, a window of module options will appear.

Hardware Interfaces

-5 Computer PM [PM]

- = =
o B [1a ||Noder Elevator modue 1|
-8y test server [1] ﬁwd&lﬁb*rﬂ'ﬁ-&i- [ Disahle )
=-&9 test object [2] | Modes Cortrollr 1 El
=] “ MNoder Controller 1[1] == m—
= Elevator mﬂdules (1015) H!g;am | L

Module address: 1

@l

- B Readers
-4 Inputs

[Attention: Send configuration to contraller to apply new address: ]

Ppply Undo
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The object address must be the same as that set on the module's DIP switch (addressing described in Noder
TD-1016RS). 4 modules can be connected to one EE12 and EWE4 controller. In the case of the EE12 controller,
connect the module to the expansion bus (port 4), and for EWE4 - to the RS485 bus. One type of devices can
operate on the RS485 bus, therefore EWE4 only supports readers on the Wiegand bus.

After assigning the address, click Apply and click Send configuration to controller in controller settings. At
this point, the device should establish a connection. RX and TX communication LEDs on the controller and

module should start blinking regularly with high frequency.

You can create a test interface to check the connection. If the connection is correct, the Event viewer will
display the "Connected" event and the module icon will be green.

3.8.2  Floor configuration

IO16RS has 16 relays that should be assigned to floors of the building. To create a floor object, right-click on
the Noder elevator module and select Noder Floor object. You should assign a number and name of object.

= Computer PM [PM]
=y Noder ACS
E-E test server [1] Noder Controler [Dissble:

‘ 11 H Moder Elevator module 1 |

-2 test object [2]
=B Moder Controller 1[1] = —_——
Elevator modules (1016) Fiegion | &

85| Moder Eleva e
Htg “ BT S Node Foor

E 1
& Readers 2] Change parameter... |[1g] MNeder Elevator module
- Inputs .

| Noder Contraller 1 o

Expand tree
Collapse tree
[ Delete object

£ Createfolder...

3 Save
42 Find...

2 Load configuration...

B Save configuration... figuration ta controller to apply new address.]
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After clicking Apply button, a window of floor options will appear.

|11 |/ Noder Floor 1 |

Noder Elevalormodule [ ] Disable

I Moder Elevatar muduls 1

Er-&9 test object [2]
-8 Noder Controller 1[1]

= [ Elevator modules (1016) Aegon =

Noder Elevator module 1[1.1]
\oder Eloor 11111

Y1 o i oo 111,111
:ié gﬁa;“:: Address l:l [Attentior: Send configuration to CDI"T(IO"EI it address is emptyl]
(-4 Inputs Fieader: >

Dutput number. ~ |

Output opening time [s]:

|can: | >~

[Attention: Send configuration to contioller to apply ol changes.]

Reader — a physical reader in the elevator, to which the module relays are activated when an authorized card
is put to device. The reader should be assigned to all floors it serves. After applying the authorized card, the
relays are activated according to the access level assigned to the user.

Output number — module relay assigned to the floor.

Output opening time — the time the module relay is actuated after the card is applied or the operator issues
the "Open temporarily” command.

Icon — icon displayed on the map.

After each change of the configuration, it should be confirmed with the Apply button and the configuration
sent to the controller by clicking Send configuration to controller in its settings.

NODER S.A., 5h Olszanska Street, 31-513 Cracow, noder@noder.pl
36



L

[/
L

MNODER

3.9 Noder IAS Zone

To create object, right-click on Noder Object to which the zone will belong and choose Noder IAS Zone. .

You should assign a number and name of object.

Architecture Hardware Interfaces - Programming

= Computer PM [PM]

; i A Batch actions for all controllers in this hiahcﬁ
=t oder

ﬁlest object

Send configuration

E¥ MNoder Controller Send users, TZs, ALs (full DB rewrite]

; Expand tree & Noder Object

Update usars

Clear contioller DB (users, TZs, AL

| |
i |
| |
| |
—_— ) . i | Synchronize contraller tine |
Collapse tree Enable global AntiPassBack g
| Restart controller application |
) Deleslite | Feboot controller |
[ Createfolder.. | Update controllers firmware |
@ Save | DEC-TunOFF ||  DEC-TunON |
i;J Find... ! DEL - Turn OFF temporarily |
& Load configuration... Deserptions fizlds
=

Save configuration... - i 2
Info s |sad Infe 2 | ads | Cancel queued actions |

das

Notes:

After adding the Noder IAS Zone object, configuration interface is displayed.

Architecturs Hardware Interfaces

=-E Computer PM [PM]
&1 Noder ACS Humber: 1 * | | Readers Use
-y test server [1] ‘Send configuration Moder Reader 1 I_
Eg ?I:Zj;:n[:s] Create/shaw testing intertace Hader foarey 2 l_
5 [ Noder 145 Zone 1 [2.1]] IC o | Moder Reader 13 ]
=8 Noder Controller 1[1] Noder Reader 1.4 -
- [§8] Elevator modules (I016) T e | ”
o[ Readers Noder Controller 1_AC |_
- Inputs Moder Controller 1_BAT r
Moder Controller 1_PSU r
Noder Controller 1_TAMPER T Outputs Use | Timels]| Tvpe
Noder Input 1.01 O Moder Output 1 0 Mot used
Moder Input 1.02 r
Noder Input 1.03 [
MNoder Input 1.04 -
Moder Input 1.03 I
Moder Input 1.06 r |
| - v

Hpply
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Send configuration — sends the current settings of the zone to all related controllers.

Create/show testing interface — creates a controller interface consisting of viewing events related to a given
zone and a map with icons of zone, all controllers, readers, inputs and outputs of a given zone. If such a test
interface has been created earlier, the recall of this function will refresh the map according to the current
configuration and display interface.

Noder IAS Zone 3 (1.3) [*0] (] Show fters

Source Event Region Add.info

Remove testing interface — removes test interface.

Inputs — after selecting inputs and sending configuration, they will be used in the zone. Configuration is
described in chapter Inputs.

Readers — after selecting readers and sending configuration, they will be used in the zone in case of alarm
(does not apply to silent alarm) or sabotage readers will start alarming. Reader assigned to zone can be also
used to arm or disarm it (option Use reader to arm/disarm zone must be checked). Reader behaviour:

Zone disarmed - red LED on the reader.

Zone armed — red LED blinking with a frequency of 0.5 Hz.

Zone arming — 3xbeeper with a frequency of 2.5 Hz. When you try to arm a zone and it is Not ready
to arm reader behaviour is orange LED for 1 second and beeper for 1 second.

Zone disarming — 2xbeeper with a frequency of 1 Hz.

Alarm - beeper for Alarm activation time (reader settings) with frequency of 2.5 Hz and red LED
with frequency of 2.5 Hz to reset alarm.

Reset alarm — beeper for Alarm activation time (reader settings) with frequency of 2.5 Hz and red
LED with frequency of 2.5 Hz to reset alarm — red LED on the reader.

Outputs — after selecting outputs and sending configuration, they will be used in the zone. In case of alarm
(does not apply to silent alarm), sabotage (tamper or fault) controller will trigger indicated relay for a limited
time. Configuration of relay number and icon is described in chapter Outputs.
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2% User management

Managing users and access levels is possible using the Access Manager. Is an element of the Interface. A
special user with appropriate privileges should be created to manage access control users.
Details for user service and access levels can be found in the document:

Noder access control system operator's instruction
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